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As a serious security professional, you know that
monitoring your ecosystem is a lot of work. From
accessing your cloud providers and apps to your
purchasing vendors and supplies, there's a lot at
stake. But when weaknesses go undetected, the
impact can be felt across the organization.
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Breach
Attackers accessed confidential
records, source code, trade secrets &
highly sensitive information, including
500 million usernames & passwords. 2 O 2/|
Impact
Zoom banned across organizations.
Compliance & reputational damage.

® TARGET

Breach
Hackers stole 40 million credit & debit
card records, & 70 millions customer
records.

Impact
18.5 million in fines, $10 million
class-action lawsuit in 2015 and $10,000 to
consumers who suffered losses from the
breach. Ordered to develop and maintain
better information security.

Three Steps to
People-First
Vendor Risk

o® Microsoft

Breach
Microsoft Power Apps breached due to
a default configuration that could be
findable via search engine, which
affected 38 million records containing
personally identifiable information (PII).

Impact
47 organizations affected, including
American Airlines, Ford & governmental
health agencies. Time lost due to recoding
product configuration & reputational
damage.

Management

Track your organizational
vendors & third parties.

Leave nothing to chance with a

Assess risk level with third party
assessments.

Pay close attention to each risk
level of your third parties and
assess by risk category. Use a
security platform to send third
party assessments to your
vendors and set the appropriate

Invest in people-first solutions
for serious security pros.

Find an integrated risk
management solution that
protects everyone. Your people,
your vendors, and your auditors.
Third party risk management is
more than an independent
process. It's more than systems.
It should identify weaknesses,
give you complete visibility, and

system that adequately tracks
your third parties and vendors.
Keep up-to-date data on your
vendors’ security capabilities
and what data access they have.

fully integrate into your security
and compliance programs.

mechanisms and responses in
place based on risk level.

Everyone
Secure.

How-to Guide: Building a Third Party Risk
Management Program

Download this free eBook

to begin safeguarding your organization by
building a third party risk management program
that secures your ecosystem.



https://www.ostendio.com/third-party-risk-management-guide

