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Start here:

Select your
framework
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Perform a gap analysis &

crosswalk if needed O=
Perform a gap analysis to review QE
current controls against the AN
framework you’ve chosen, Create a p|an of action
and determine if any . _ O
current controls can be Devise a project plan and %
mapped to your new mitigation strategy with an ﬁ. i}
framework to save expert team and determine what i?
; licies and procedures you’ll
you more time. 2 P Y . .
need to write based on your risk Team up with an auditor

environment and risk tolerance.
Hazard:

80% + security breaches are
caused by human error.

xtra baggage:

Evgrgone plays a role in security.
Without their involvement, your
organization could be at rigk.
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Review and write your

r% Implement new technologies policies and procedures
0*0 If your security program is relatively
A new, you will likely discover you will
Train your people need to implement new
technologies to comply with certain
Implement a tool with built-in requirements. Examples might Vid-project e
role based training for everyone. include MDM or SIM/SIEM. 9
Struggling to keep your team on track?’
Avoid chasing colleagues to
acknowledge new documentation. Use
technology with auto-notifications sent
to staff reminding them of overdue
compliance tasks-so you Ca.n get bgok
° to preparing for the upcoming audit.
|1
Validate controls, prepare
your evidence, and conduct a
readiness assessment it orep boost

Begin collecting your

evidence to demonstrate your auditor without emails

compliance to SIet or uploading to multiple N teri
auditor (and don’t portals? Move ahead! If not, ow entering

forget to set up budget in 40 more hours of audit territory

recurring audit 4 :
tasks). B Cprep. You and your people are now

ready for your auditor to review
your evidence to validate that
your organization practices
continuous security and
compliance under your
specified framework.

Can you work in-app with |

Failed Audit

IT your auditor has
returned a failed audit
or identified areas of
improvement, go back to adjust.
Determine your risk and work
with your auditor and team to
get back on track.

Take the Ostendio Guarantee

Want to bypass any uncertainty? With
Ostendio, you can guarantee that you
pass your audit. No clean up. No
remediation. Keep your team on track.
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You passed!

Congratulations! With
the right people,
processes and tools in
place-your auditor has
passed your audit with
flying colors.

Keep up the good work!

Congrats on your audit.
Remember to keep up the
good work and set up
recurring audit tasks to
maintain your security
and compliance
program.

Save 30% of time on
Tfuture audit prep with
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O

How to Play the Game of Life: Security and
Compliance Edition

II It’s about your people.

Security and compliance start with your people. Throughout your journey, there will be projects to
complete, such as incident response and business continuity plans that require a full-fledged
Incident Response Team (i.e. your people). Protect your organization by empowering your people to
practice continuous security by ensuring training is complete and policies are followed.

Security is a journeuy.

The fastest route isn't always the best route. Rushing through an audit could put your organization at risk
and lead to wasted time and increased compliance costs down the road. Give yourself and your people the
time to get your compliance right the first time without any roadblocks.

You’re laying the groundwork.

Wherever you are in your security and compliance journey, there’s always more work to do. There’s a good
chance you’ll seek to comply with more frameworks in the future. With tools like Ostendio, you can easily
crosswalk to new and updated frameworks, avoiding redundant tasks and saving on long-term compliance
costs for the future.
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Everyone

Playbook for Serious
Security Pros

This InfoSec activity checklist is crafted by serious security professionals for serious security professionals.

Within this checklist, you'll find annual, quarterly, monthly and daily information security tasks that will help you

and your people practice continuous security. Reference this checklist whenever you need a guide to keep your
. team on track, remediate gaps in your security program, or meet specific framework standards.

ANNUALLY

The InfoSec Playbook for
Se ri O u S SeC u ri‘ty P rofe S S i O n a | S Description Responsibility InfoSec Framework Comments

Annual meeting of the Information Security AICPA TSP 100 ISMC Members might
Management Committee: HIPAA
HITRUST

. Review of security policies and procedures (high-
view urity polici nd pr ures (hig O TCEDD

NIST 800-53

Download the free checklist

for a complete summary of recurring security
tasks to help you mitigate risk, stay on track with et o |

HITRUST
180 27001:2017

compliance, and keep everyone secure. ' e PR
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Welcome to theynext generation of security.



